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•Measures taken to protect a computer or 
computer system against unauthorized 
access or attack.

•It is a mix of physical measures and 
policies and procedures.

Cybersecurity



•Industrial Control Systems (SCADA).
•Email and office computer systems.
•Billing systems.
•Meter Reading Systems.
•Confidential Information.

What could be affected?



•Stuxnet –2010. A worm that destroyed 10% 
of the uranium enrichment centrifuges in 
Iran.

•Petya –June 2017. In Ukraine affected 
railways, banks, airports, and shutdown 
Chernobyl radiation monitoring system.

•City of Del Rio - 2019. Ransomware 
prevented the use of all citywide systems.

•Iranian Dam Attack – March 2016. Iranian 
hacker gained access to the control system 
for a small flood control dam near Rye, NY. 
No damage but critical information about 
operation was compromised.

    

Major Cybersecurity Incidents



•Foreign adversaries – North Korea, Russia, 
China, Iran, Eastern Europe

•Criminals – Attempts at extortion, identity 
theft, etc.

•Terrorists – Al Qaeda, others
•Lone Wolf Hacker – Motivated by idealism, 
greed, thrill

•Vandals – Trying to create havoc.

Who are the Threats?



•Large organizations
•Governmental organizations
•Companies
•Individuals
•Anyone
•54% of companies polled by Kaspersky 
reported a cyber incident in 2017.

Who is at risk?



• Unauthorized access, theft, or misuse of confidential 
information

• Publication of information to unauthorized destinations
• Loss of integrity or reliability of process information
• Loss of system availability
• Process upsets leading to compromised process 

functionality, lost production capacity, compromised process 
safety, or environmental releases

• Equipment damage, Personal injury
• Violation of legal and regulatory requirements
• Risk to public health and confidence
• Threat to nation’s security

Security Risks



• SEC. 2013. COMMUNITY WATER SYSTEM RISK AND RESILIENCE.
• (a) IN GENERAL.—Section 1433 of the Safe Drinking Water Act (42 U.S.C. 300i–2) is 

amended to read as follows:
• “SEC. 1433. COMMUNITY WATER SYSTEM RISK AND RESILIENCE.
• “(a) RISK AND RESILIENCE ASSESSMENTS.—
• “(1) IN GENERAL.—Each community water system serving a population of 

greater than 3,300 persons shall conduct an assessment of the risks to, and 
resilience of, its system. Such an assessment—

• “(A) shall include an assessment of—
• “(i) the risk to the system from malevolent acts and natural hazards;
• “(ii) the resilience of the pipes and constructed conveyances, physical barriers, 

source water, water collection and intake, pretreatment, treatment, storage and 
distribution facilities, electronic, computer, or other automated systems 
(including the security of such systems) which are utilized by the system;

• “(iii) the monitoring practices of the system;
• “(iv) the financial infrastructure of the system;
• “(v) the use, storage, or handling of various chemicals by the system; and
• “(vi) the operation and maintenance of the system; and
• “(B) may include an evaluation of capital and operational needs for risk and 

resilience management for the system.

American Water Infrastructure Act

http://uscode.house.gov/quicksearch/get.plx?title=42&section=300i-2


•Guidance comes from multiple entities such 
as:
•ICS-CERT
•Industry Groups like AWWA
•NIST
•ANSI

What is a cybersecurity audit?



•Do something!
•Assess your policies and procedures.
•Assess your systems to determine:

•Threat
•Risk
•Likelihood

•Make a recovery plan
•Understand that we are all under threat. Size 
is not a protection.

What should we do?



•Don’t trust what happens online.
•Verify email requests always.
•Talk about online security with your family.

What should we do?



•Keep your antivirus up to date.
•Keep your operating system updated.
•Don’t open email attachments without 
knowing that they are legit.

•Don’t click on links in emails.
•Don’t open files from the web unless you are 
confident of the source.

•Keep your private data private.
•Change your passwords regularly.

Personal Cybersecurity



Personal Cybersecurity

•Don’t click on popups that say you have a 
virus.

•Change your passwords regularly.
•Use different passwords.
•Assume that someone can see everything 
you are doing on the Internet.

•Many people cover their cameras.
•Use a VPN when connected to public WiFi.



Conclusion

•Cyber risks are real and should be addressed.
•Plan for a cyber incident just like you would 
for any natural disaster.

•Protect yourself, your family, and your 
employer.
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